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1 Introduction

Advanced Device Manager (ADM) is the next generation management tool to
replace of previous version of Advanced Management Software (AMS). It delivers
centrally monitoring & control, software distribution, update management, asset
management, grouping and remote assistance to your network while providing

superior security, performance, mobilization and TCO.

This release has several new functions and features which includes the ability to
perform operations on groups and/or individually selected devices providing a
simple, time-saving method for configuring and updating multiple devices. With new
search function, you can discover a specified client by IP or MAC address. It also

allows to managing multiple servers & subnets via one console in a large network.

ADM is ideal for small, mid-size businesses and large enterprises looking to
reduce the cost and complexity associated with individual desktop installations. With
this software, SMBs and enterprises can provide fast, secure and centrally managed
access to any application for authorized users in their organization. ADM comes
bundled with all thin clients. It provides comprehensive management control for

smaller installations as well as scales up to hundreds of thousands of clients.

1-1 System Architecture

The Advanced Device Manager (ADM) consists of ADM server, console and
client’s agent. The following illustration shows how the ADM server, console and

client’s agent interactive and communicate between each other.

ADM Console ADM Server Client’s agent

i N B

TCP/IP
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1-2 About This Guide

This guide provides the step-by-step instructions you need to install and
configure an ADM environment. It also includes the requirements you must address

before you begin the installation procedures.

This guide is intended for experienced network administrators and Information

Technology members who have installed and configured ADM on Windows server.

1-3 Finding the Information You Need in this Guide

You can use either the Search window or Find toolbar to locate a word, series of
words, or partial word in an active PDF document. For detailed information on using

these features, refer to the Help in your PDF reader.
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2 Preparing for Installation

2-1 Before Installation

v' Obtain and configure all hardware and software, as necessary (see
"Hardware Requirements" and "Software Requirements" in page 7).
CAUTION: It is required that you do not install ADM on any server which is
currently dedicated to other tasks (such as a Domain Controller, Backup
Controller, Mail Server, Production Web Server, DHCP Server, MSMQ, Server,
Application Server, and so on). It is highly recommended that ADM be
installed on a server that is dedicated to ADM services.

v’ Install a supported operating system on the machine to which ADM will be
installed.

v Be sure that all systems are up-to-date with current Microsoft service packs,
patches and updates (see "Software Requirements").

v' Ensure that no other applications requiring 1IS and FTP are running on the
machine to which ADM is installed.

v Ensure that all required communications ports are available and open for
proper communication between servers, routers, and switches (see
"Communication Port Requirements").

v' Ensure you have access to your operating system CD-ROM and your

Microsoft Windows System files for use during your installation.
NOTE: During ADM installation ADM checks the system to determine if all
required software is present. If required software is not present, ADM
indicates which software is missing. Some required third-party software is
included with the ADM software, while other software is available from
your operating system CD-ROM or from the network location for Microsoft
Windows system files (usually the i386 folder).

v Uninstall the AMS console and server (if any) to ensure your devices are

discovered by new ADM.
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2-2 Hardware Requirements

Depending on your operating system, be sure the machine(s) to which you will
install ADM meets or exceeds the minimum system requirements for 32-bit
operating systems or for 64-bit operating systems (as these are general guidelines,
be sure to refer to your operating system documentation for details on hardware
requirements).

* 2.4 GHz 32-bit or 64-bit processor

* 4 GB of system memory

* A40GB hard drive with at least 15 GB of available space

IMPORTANT: The actual free space required depends on the number and size of the
packages you register, as well as number of devices you will be managing (the
image size of the firmware). The minimum free space shown assumes the image
size of the firmware and packages require that amount of space.

2-3 Software Requirements

ADM supports the English versions of software enclosed
* Windows Server 2003 (32-bit)

* Windows Server 2008 R2 (32-bit)

* Windows Server 2008 R2 (64-bit)

* Windows 7 (32-bit)

* Windows 7 (64-bit)

By default, ADM installs Microsoft .NET Framework 3.5.1 or above is highly
recommended.

The ADM server will use Web and FTP services, please ensure that
* Disable Internet Information Services (lIS) if it is active.

e Disable FTP service if it is active.

You must perform a custom setting in according to your server platform.
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2-4 Communication Port Requirements

To perform ADM full range of management functions, it requires open certain
ports on your servers, routers, switches and virus protection software. Below lists
the ports ADM uses and describes the respective communication protocols and their

function (ensure that these ports are open for proper communication between

servers).
Role Protocol/Service Port Function
Console TCP 8635 Communicate with
the server
FTP 21 Send files to the
server
Server HTTP 8080 Communicate with
the client
TCP 8635 Communicate with
the console
ubP 8634 Broadcast to the
8636 client
FTP 21 Receive files from
the client
Client HTTP 8080 Communicate with
the server
ubP 8634 Broadcast to the
8636 server
FTP 21 Send files to the
server

2-5 Supported Client Firmware

Depending on the thin client operating system, be sure the device(s) to which
you will connect to ADM meets the system requirements below.

* WEC7-v7.0.013 or above

* WES 2009 - v1.15.1 or above

* WES 7 -v2.x7 or above

e Linux 2.0-v2.2.1 or above
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3. Installation ADM system

This section walks you through the process before install the ADM software that

to allow Administrator easy to set up the ADM system in their environment.

Caution: Be sure you have completed all pre-installation requirements as described
in "Preparing for Installation" before you begin installing ADM system.

ADM system installs the following ADM roles on a single server:

* ADM Server — Control the client action like power control, remote access,
group auto-configuration.
* ADM Console — Advanced user interface for configuring and monitoring the

system.

3-1 ADM Installation Procedure

Double-click the ADMA4.0.00x.msi file to begin the ADM installation. Click Next to
continue the ADM system Setup.

(1) ADM System Setup =X

Welcome to the ADM System
Setup Wizard

The Setup Wizard will allow you to change the way ADM
System features are installed on your computer or even to
remove ADM System from your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.
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Follow the instruction to continue the installation.

Choose Setup Type
Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for
most users,

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
LIZErs,

Complete
All program features will be installed. (Reguires most disk
space)

Advanced Installer

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features wil be installed.

ADM Server ADM Server
: ADM Console

This feature requires 2680KE on
your hard drive.

Location: C:\Program Files (x36)ADM System),

Advanced Installer

Reset || DiskUsage | | <Back || Next> | | cancel |
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Click Install to begin the installation.

Ready to Install
The Setup Wizard is ready to begin the Custom installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, didk Back. Click Cancel to exit the wizard.

Advanced Installer

<Back || Instal | | Ccancel

Installing ADM system, please wait a few seconds.

Installing ADM System

Please wait while the Setup Wizard installs ADM System. This may take several
minutes.

Status:
|

Advanced Installer

< Back MNext =
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Click Finish to complete ADM installation.

_
i ADM System Setup

Completing the ADM System
Setup Wizard

Click the Finish button to exit the Setup Wizard.

3-2 Uninstall ADM

When using a Microsoft Windows remove program feature (such as Add and
Remove Programs or Programs and Features) to remove ADM, it is easier to remove
the ADM by double-click the ADM System icon and launch the uninstallation
procedure.
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3-3 ADM System Settings

This section describes how to change ADM settings. ADM settings consist of ADM
Console settings, ADM server settings and Add ADM server management. It provides
information on using the settings within your ADM environment, and administrator

can easily perform company’s security policy through these settings.

3-3-1 Adding Other ADM Server

ADM Console provides connecting multi-server (ADM server), you are able to
manager more devices though multi-server. Please click Add Server icon as below
figure (Toolbar icon) and open an Add an ADM Server dialog box. Enter another
server IP address or domain name, port, username and password (the details refer

“Adding an ADM Server” on section 4-1). If add a server to ADM Console is successful,

you will see new ADM server in tree pane.

Figure: Add Server Icon

Figure: Add an ADM Server Dialog Box

Add an ADM Server B

server Information

Server 192.168.2.104 -
(TP Addrezs or Dovuadn Name) | Cancel |

Port : 635 -
Tsemame © Admin -

Pazword . @GS0 E
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Figure: New ADM Server in ADM Servers of Tree Pane

@ ADM Servers

L J} HECTOR-X61

(é [_Hlf 192.168.2.104 )

=
® = ® Groups

=

et

]
l Template
—
l Firmware
]
l Component
—
l Schedule Task

3-3-2 ADM Console Settings

You can change AMD Console settings to meet your operating habit. Please click
Console Settings icon as below figure (Toolbar icon) and open a Console Settings

dialog box.

Figure: Console Settings Icon

%

On Option tab, you can select below option
* Loading server list at ADM Console is startup.
* Connecting server automatically after loading server list.
* Saving server list when you close ADM Console.
* ADM Console is reconnected when you lost connection.
* Windows is maximized or minimized when you open ADM Consol.
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Figure: Option Tab of Console Settings Dialog Box

Console Settings @
Cption | Advance

Server
Load Server list at Console startup.
Luto connect to server after loading server list,
[] Bawe Berver list when Closing.

Fecomnnect

LAuto reconnect when lost connection
Eeconnect Time Interval (s=c) 5 =

Windoows
Mandmized window when console startop
[7] Minivnized window when console startup

| Ok | | Canel

On Advance tab, you can select full screen or adjust screen size when using RDP
Window.

Figure: Advance Tab of Console Settings Dialog Box

sy I &
Advaes

EDF Window

[] Full Bereen

Width 1024 Height
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3-3-3 ADM Server Settings

If default system value don’t meet security policy, ADM Console provide settings
for ADM server, you can adjust these settings to perform to perform company’s
security policy. Please select an ADM server from tree pane and click Server Settings
icon as below figure (Toolbar icon), and then open a Server Settings dialog box.

Figure: Server Settings Icon

On General tab, you can set up server connection settings, including server use
TCP/UDP port, FTP use TCP port, FTP default password and other options. For system,
can set up numbers of threads and save data broadcast interval.

Figure: General Tab of Server Settings Dialog Box

General | Console | Client Control | Network | Communication | Speed Limit | Security | Miss |
Connection setings
Server use TCP port: 8080 [ (Default 8080}
Server use TDP port : 8634 [ (Default BA34)
File transfer use TCP port : 21 = List of ports between 1 and 65535

File transfer defavlt password #htk
[ Al Admin login file server [V] Llow ADM-FTF login file server
Bind the ADM mrver to the following IF for file transfer: (* to bind to AL

* ry

Max. concurrent transfer : 0 = {0 for nlindt )
Swsteim
54 = 4-1024, Increase this value if you need
Humber of Threads 03 many tasks nimning at same time
. . In seconds
Automatic sve dates to disk time interval a00 = { min:60 , Defanlt: 200%

0K | [ Concel

On Console tab, you can set up ADM Server listen TCP port, ADM Console will be
connect to ADM Server through this TCP port. Also limit ADM Console IP address or
bind ADM Server IP address. Besides, you can allow ADM Console find ADM Server
through using broadcast.
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Figure: Console Tab of Server Settings Dialog Box

e 200

| General | Console | Client Control | Network | Communication | Speed Limit | Security | Mise | |

ADM server listen on TCP port for console connect : (3635 2| | Reset Default

Bind the LD Server to the following IP IP Addresses which are allowed o

address for console © console comnect to the ADM server :

* - -

Tse * 1o bind to all address, Fou may vz wildcards in the [P

127.0.0.1 iz the default binding , it Addresses. {example: 123234 12.%)

always exists snd cannot be removed 127.0.0.1 is always allowed to console
connect to the ADM server

Reply console find ATM server broadcast

0K | [ Comsel

On Client Control tab, you can set up device connection settings, including client
use TCP/UDP port, retry maximize times (including connect/action fail retry) and
command send/receive timeout. For system, can set up broadcast interval and save
data broadcast interval.

Figure: Client Control Tab of Server Settings Dialog Box

s I

(Creneral I Consale | Client Control |Neiwork | Communication I Speed Lindt I Security I Mise | |
|
|

Comnection

Client wee TCF port : 8030 2 (Defeir@papy | ResetDefault

8636 s

Clisnt vee UDP pot x (Defanlt; 8630)

Commect fail retey mesimize tmes © |2 = Timeout (sec) : |60 =

Aetion fail retry masimize times © 1 - Timeout (sec) : 200 z

Comm. send timeout {sec) 10 | Comm. receive timeout (sec): |10 =
Syatem

Server send broadcast packet to discover clients

in seconds
Broadcast Inferval : 1] =) {0 for no timeont, 60 for defaulf)
Automatic save datas to disk time interval : 200 2| Inzeconds (120 for default)

0K ] [ Cancel
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On Network tab, you can maintain managed subnet or IP address to manage the

device that IP address is specific range.

Figure: Network Tab of Server Settings Dialog Box

e 220200 o

| Greneral | Console [ Client Control | Network | Communication | Speed Limit | Security | M= |

Pleaz Input

managed mbnet or [P Addres
Broadeast: Add
255255255255
Specify sepment:
192.168.0.255
Specify [F: Reset Al
i,
Specify [P R

Tange:
192.168.0.1-255

o
=

] [ Cancel

On Communication tab, you can set up timeout (including connections timeout,
no transfer timeout and login timeout) and buffer size (including internal transfer
buffer size and socket buffer size). When enter 0 seconds in timeout settings, it is not

timeout.

Figure: Communication Tab of Server Settings Dialog Box

e 20 oo

| General | Console | Client Control | Netwark | Communication | Speed Limit | Secuity | Mise |

Timeout settings

R R 170 = in seconds  1-9999, 0 for not timeout ,
Connections timeout : - 120 for defanlt )

. in seconds (1-9999, 0 for no tmeout,
Mo Transfer timeont : 120 - 120 for default). This value specifies
the time & connection no any response.

L. in seconds (1-9999, 0 for no tmeout,
Login timeout : 60 - 60 for defanlt). This value specitfies the
time in which a new commection do

Buffer sttings
Tnternal transfer buffer size: | 32768 = Bivte (defanlt32768)
Bocket buffer size: 65536 - Bote (default:05536)

0K | [ Comcel
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On Speed Limit tab, you can adjust download speed limit and upload speed limit
for FTP file.

Figure: Speed Limit Tab of Server Settings Dialog Box
ECCoomes

| (eneral I Console I Client Control I Network I Conmunicaﬁon| Speed Limit |Secu:dty I iz | |
Download Speed Limit |
@ Mo Limit () Constant Speed Limit of 10 kB
TUpload Speed Limit
@ Mo Limit () Constant Speed Limit of 10 kBA

0K | [ Comsel

On Security tab, you can change the password that account is “Admin” when
need to login ADM server (for example, add a server From ADM Console). Minimum

length is 6 characters, the password is removed if leave empty.

Figure: Security Tab of Server Settings Dialog Box

EoEemmwee e

| General | Consale | Client Control | Network | Communication | Speed Limit | Seeurity |Mise | |

[] Change admin password:

Wew Pazswond: Confirm new Password:

Minimum password length is 6 characters. Leave empty to remove passwond.
A pazsword iz required for remote administrator login to server

* These options are only ==t when login by Local Server’

0K | [ Comsel
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On Misc. tab, you can change wakeup on LAN settings, including WOL use port,

WOL packet, retry times and interval.

Figure: MISC Tab of Server Settings Dialog Box

I Server Settings

| General | Consale | Clisnt Control | Netwark | Communisstion | Speed Limit | Security | Mis |

Wake upon LAN

WOL v port = (Drefanlt2304) Resmt Default

WOL packet:

Broadeast ssndto 255255 255 255

Broadeast send o subnet

mecdmize ety tines;, |2
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4 Getting Started

This chapter provides a brief overview of the functional areas within the ADM
Console. It also provides important information and instructions on the system to

help you quickly get started as a thin client administrator.

4-1 Add an ADM Server

Before use ADM Console, system will demand you to add an ADM server.
Because the device was managed through ADM server, so you also need to manage
ADM server.

Please enter below server information to add an ADM server.

* Server: ADM Server IP address or server name (default IP is 127.0.0.1)

* Port: Console use port to manage server (default port is 8635)

* Username: Login server username (default username is Admin)

* Password: Login server password (default password is Admin#1)

*Tip: If ADM Server and ADM Console be installed in the same computer, you can
enter server name “localhost” or IP address 127.0.0.1. This IP addressis a special
purpose address reserved for use on each computer. If ADM Server be installed in

another computer, you must enter another computer’s IP address in network.

Figure: Add a ADM Server Dialog Box

Add an ADM Server (=]

Server Information

HEver localhost(127.0.0.1) -
(TP &ddress or Domain Name) | Patreel |

Part : 3635 -
Teemame ;© Adimnin -

Pazeword: @GBSO BE
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4-2 Getting to Know the ADM Console

This section contains an overview of the areas and tools that comprise the ADM

Console (details on each item in the console are provided in their respective chapters

of this guide).

ADM Console allows you to quickly view information about the device, helps you

to easily perform all of the device-management, and simply maintains ADM

environment.

Figure: ADM Console Interface

) ADM Console
ADM Explorer

n

Gl | |Gl | Ty

O

=] g ADM Servers

5] l‘)']) HECTOR-X61

-
=] =* Groups
F

ﬁ!‘! Undefined

. Financial Unit

Iy

Template

Frimware

Component

Schedule Task

L0

e @ ADM Console

Quick Start Tips

Add a ADM Server to start manage the clients.

Double click the specified group or undefined group to view the clients.

Communication

Server Client Action ‘ |F||Ename Progress

Rate

I

o
&) Task | @ Events | Communication ]

In this console, there are four operating areas as below:

* Toolbar Icon: Configure your ADM Console preferences and environment

designs so that it meets your management needs.

* Tree pane: List each ADM server and functions of ADM Console to manage the

device.

* Console page: Show that you are running functions, and each function would

create different console page. You can switch these console pages and operate

these functions quickly at any time.

* Message list: Show each task running information, system event information

and communication information.
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Figure: ADM Console Page Interface

) ADM Cansole
ADM Explorer

= g ADM Servers

-

il |

= |_ ‘L HECTOR-X8"

I

= Undefine
i ‘J

= Financia FIEDIOND
=5 DOLF1ENIN104

Template

Frimware

Componen

Task a

‘ ‘Server Start Action Message Finish
Schedule T Connect Send Query all information

L0

4 [} »

« m v ||@ Task |& Events |& Communication

4-3 Completing ADM Authentication

Although you have started to use ADM Console and see a list all of the device,
but you can’t manage them. You must obtain the authorization of the device

successfully, the functions be able to run properly.

Please double-click Undefined from tree pane and you will see a list of the device
on Group console page. Please selecting a device, using right-click context menu and
choose ADM Authentication to open an ADM Authentication dialog box. You must
enter the password “Admin#l” (default password) to complete ADM
Authentication.

Figure: Un-Complete ADM Authentication Icon

(3]

*Tip: Device must not be authenticated, so that you are able to complete the ADM

authentication.
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Figure: Using Right-Click Context Menu for completing ADM Authorization

1) ADM Console
ADM Explorer

il @ onsole ® HECTOR-X61-Undefined Template(HECTOR-X61)

& |

i ADM Authentication

Wakeup On Lan

= g ADM Servers

=] [k | HECTOR-X61

Add To Group
Remove From List
Select Al
Unselect All

Schedule Task Refresh
chedule las
Task B
| ‘SEWEI Start Action Message
Connect Send Query all information
9 5

& Task @ Events |@ Communication

Figure: ADM Authentication Dialog Box

5= ADM Authentication i-:--El-ﬂ’-

Figure: Complete ADM Authentication Status
) ADM Console o =Tk

ADM Explorer | Console HECTOR-X61-Undefined | =X
mj_| ° ;

= g ADM Servers

‘I
= [k | HECTOR-X61 d - i
L I
h |
i

Schedule Task e m

‘ |5erver Start Action Message

Connect Send Query all information

a il 3

@ Task @ Events |@ Communication
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4-4 Using Right-Click Context Menu

ADM provide friendly interface, and assist you can easily manage your device.
When you have completed ADM Authentication, then you are able to use right-click

context menu on each device from Group console page.

Figure: Right-Click Context Menu for the Device

i ADM Authentication
35 Wakeup On Lan

Reboot
| & Power Off
T WNC Viewer
EWF Contro

§ Connection Manage
Control Panel Setting

** (et Template From Client

%+ Apply Template

=i Firmware Clone

&t Firmware Update

E:  ResetDefault

Add To Group

L
#  Remove From List

o Select All
#  Unselect All
i Refresh

Right-click context menu consist of device manager, firmware manager, template
manager and list management. For list management, you are able to usefully
manage the list all of device through right-click context menu. The main functions
are as following (as for other functions, please refer related chapter):

* Add to Group: Assign the device to different group.
* Remove From List: Remove the device from list.

* Select All: Select all of device.

* Unselect All: Cancel all of device been selected.

¢ Refresh: Refresh information of the list and research the device.
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On ADM Servers of tree pane, you are able to use right-click context menu to
add an ADM server.

Figure: Right-Click Context Menu for ADM Servers of Tree Pane

=+ Add Server

On server name of tree pane, you are able to use right-click context menu to
manage an ADM server. The functions are as following:
* Disconnect: Disconnect this server.
* Add Group: Add a Group in this ADM server.
* Remove Server: Remove this server from ADM Console.

* Properties: Set up ADM server properties.

Figure: Right-Click Context Menu for Server Name of Tree Pane

¥ Disconnect

=4 Add Group

75 Remove Server

Properties

On Groups of tree pane, you are able to use right-click context menu to add a

new group. The new group will be added to Groups.

Figure: Right-Click Context Menu for Groups of Tree Pane

=+ Add Group

On Template, Firmware, Component and Schedule Task of tree pane, you are
able to use right-click context menu to manage console page. The functions are as
following:

* View Detail: Open related console page.

* Refresh: Refresh the data of related console page.

Figure: Right-Click Context Menu for Template, Firmware, Component and Schedule
Task of Tree Pane

% View Detail

2 Refresh
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4-5 Knowing Your ADM Version

To display the ADM copyright information, version and build number, please click

Information icon as below figure (Toolbar icon).

Figure: Information Icon

T

Figure: ADM Copyright and Version Information

About

Sdvanced Device Manager
Ver. 4.0.0.12
Copyright @ astec Tech 2013
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4-6 Managing Group

This section provides a brief way that to assist thin client administrator simply
manage the device. When there are many device need to be managed, we suggested
that administrator set classification of the device and assign device that the
properties are same to the same group, so that you are able to easily manage your

device.

4-6-1 Create a New Group

You choose Groups from tree pane, and select Add Group from right-click menu,
it will open New Group dialog box. Please enter the group name to finish, ADM
Console create a new group, and then the new group be added to Groups.

Figure: Add a New Group from Tree Pane

J ADM Console
ADM Explorer 1

G [ O
- )

@ ADM Servers

= ‘ HECTOR-X61
)’.,_,’.
-

Ty - S

G
+ Add Group

=R
=

‘ Template
=

‘ Frimware
=

‘ Component
=

‘ Schedule Task . 2

‘ |5ewer Start Action Message
Connect Send Query all information

< T b

@ Task |@ Events |& Communication

Figure: New Group Dialog Box

Cemmme . =

Crroup Information

Server:  Server
Crronp : Cancel
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Figure: Complete to Add a New Group

4 ADM Caonsole
ADM Explorer
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_[E "
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—
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. »

]
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4-6-2 Edit Group Name

You choose a group that you want to modify name from Groups of tree pane, and
select Properties from right-click menu, it will open Group Properties dialog box.
Please modify the group name to finish.

Figure: New Group Dialog Box

Group Properites @

Group Information

Server :  Server

Growp:  Financial Unit | Concel |

4-6-3 How to Assign Devices to Group

In Undefined group console page, it will automatically display all of undefined
device. Please using right-click context menu with Add To Group for undefined
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device, you must select an option from Add to Group dialog box, and then assign

device to finish.

Figure: Use Add To Group from Right-Client Context Menu

¥ ADM Console I - :
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Figure: Add To Group Dialog Box
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4-7 Managing Device

This chapter describes how to perform routine device management tasks using
the ADM Console. It provides information on managing the devices within your ADM

environment.

4-7-1 View Device Details and Status

Administrator can quickly view information of each device from Group console
page, it is clear at a glance to help you to manage them usefully. The information is
including device model, terminal name, mac address, IP address, ram size, flash size,

operating system platform, firmware version and device status.

Figure: View Details of Each Device

2 AMCansale o )
ADT"_EXP‘WEV a2 ADM Console HECTOR-X61-Financial Unit }: 97 Template(HECTOR-X61) FX

)
= @ ADM Servers

J) HECTOR-Xg

L
] = = Groups
¥

Componen m

| |Server Start Action Message Finish
Schedule T Connect Send Query all information

T F

]
< [ v ||@ Task @ Events |® Communication

Administrator can view current status of each device through below icons, and
you are able to click on some of the icons to run the functions. The meanings are as

follow:

: Device is off-line.

alls

¥
iy

: Device is unauthorized.
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- : Device is on-line.

: Click it to shut down the device.
: Click it to wake the device on LAN.
@: Device’s EWF is disabled.

: Device’s EWF is enabled.

I:I : Click it to load device’s control panel settings.

4-7-2 Use Remote Control to Manage Device

If you need to troubleshoot device problems, ADM Console provide remote
control (such as Wake on LAN, Reboot, Power off, EWF Control and Reset Default) to
assist administrator mange the devices.

In Groups of tree pane, double-click a group name. Select the single device you
want to control, choose a function from right-click context menu, and then this

function will be run immediately.
*Caution:
* EWEF Control is only supported on WES 7 and WES 2009 clients.

* Reset Default is only supported on WEC 7 and Astec Linux 2.0 clients.

Figure: Right-Click Context Menu for Remote Control

i ADM Authentication
;5 Wakeup On Lan

Reboot
& Power Off
Yl WNC Viewer
| EWF Control 3

— = e
M Aanmartimn amans

B3 ResetDefault
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Figure: Right-Click Context Menu for EWF
5% Enable

Commit

5 Commit Disable

4-7-3 Remote Shadowing Devices

It is very useful, administrator can view and control a device remotely (shadowing
a device) to help a user with a particular application and to troubleshoot device
problems.

In Group console page, please select the single device you want to view and
choose VNC Viewer from right-click context menu. Enter session password
“Admin#1” (default password) then see a VNC View Window.

Figure: VNC Authentication Dialog Box

o |

— Qk.
N ] i
VC Seszion pazsword:

Cancel |

Figure: VNC View Window

V2 xOuncserver =@ 5 |
Control Panel

i
System Display Screen Saver Adjust Date &
Information Time

Printer Mouse Keyboard

- el .'[-fr,
3 ..’éL'l
Q = gl

Network NetFS Font Server Advanced

2@

USB Storage Touch Screen System Firmware
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4-7-4 Change Device Properties

Device properties consist of general, network, regional and advanced properties.

ADM Console allows administrator can change these properties by using Control

Panel Settings. You can easily maintain the properties of each device, and the device

will apply the settings immediately.

In Group console page, please select the single device you want and choose

Control Panel Settings from right-click context menu. Then you will open a Control

Panel Settings window, it is a user interface for maintaining properties.

In side bar, there are four items. Each item also contains several of tabs.

Depending on different thin client operating system, the properties that you want to

change are not the same. Please refer table as following, it list all of operating system

support device properties.

Table: List all of Operating System Support Device Properties

) WES 2009/ Astec
Items Tabs Details WES 7 WEC 7 Linux 2.0
Resolution X X
Display Colors X X
Screen Saver X X
Terminal Name/Group X X X
Device
Terminal Description X
General Character repeat X X
Keyboard
Initial State X X
Mouse Orientation X X
Mouse
Pointer Speed X X
Volume X X
Sound
Other Option X
Network IP Address X X
Network DNS Server X X
DNS
Wins Server X X
Time Zone X
International | Regional
Keyboard Layout X X
Terminal Properties X
Security
Administrator Password X
User Interface Shell Mode X
Advance
VNC Allow and Password X X
USB HID Device X X
Device Support
USB Mass Storage X X X
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Device
USB Printer X
Remote Connect X
Manage Screen Saver X X
Citrix VDI Connect X

On Display tab of General, you can change display resolution, colors and wait

minutes of screen saver.

Figure: Control Panel Settings Window — Display Tab of General

Control Panel Settings @
; Display |Device | Eevhoard IMnuse | Sound |
Geneml Deskiop Lrea

Resoulion  [1034:768

60

Hetwork ivuto Detet
et Colars
24. True Color (32 bif) -
Tinternational
Soreen Saver
l*‘ Enable Screen Saver Wit |20 = minntes

Advance
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On Device tab of General, you can reset terminal name by MAC and change

terminal name, terminal group and terminal description.

Figure: Control Panel Settings Window — Device Tab of General

Control Panel Settings. @

; | Displsy | Device | Keybooud | Movse | Sound |
-3

General

[] Reset Terminal name by MAC

0 Terminal Name
WTCO01{1e027625

Network

.Ziﬂfﬁ-;l Terminal Group
24,
Internationsl
Tepminal Description:
CompactCE
L *

Advanee

On Keyboard tab of General, you can change keyboard character repeat

(including repeat delay and repeat rate) and keyboard initial state.

Figure: Control Panel Settings Window — Keyboard Tab of General

Control Panel Settings. @

; |Di5'play | Devine ‘ Keyboard ‘Mnuse |Snund |
it

[7] Change keyboard charsster repeat

General
Repeat Delay.

y ] Short Long
Network
i coa | Repeat Rate

24,‘ Slow Fast

Internationsl

L *

- . [] Change kevboard initial state

Advanee

Enable Numlock on Startop
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On Mouse tab of General, you can change mouse orientation (for example, right-
handed or left-handed) and point speed.

Figure: Control Panel Settings Window — Mouse Tab of General

| e Mouse Orientation
@ Right-Handed
i‘ ; ' ©) LeftHanded
Hetwork
Podnter speed

m Change pointer move speed

ki Acceleration:

International
Slow - u Fast

Adwance

On Mouse tab of General, you can change volume (including Speaker and MIC)
and point speed, enable sounds for events and application, and enable clicks and
taps for key clicks.

Figure: Control Panel Settings Window — Sound Tab of General

it vy D =

| E [ Display | Device | Keyboad | Mouse | Sownd |

- Folume
| Generol Loud Soft
Master - D
Network
MIC . U
Bl
24,
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[ Keyclicks Lowd @ Soft
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On Network tab of Network, you can set up IP address manually.

Figure: Control Panel Settings Window — Network Tab of Network

 Control PaneI_S_ettings

ll
E Network |DNg

General Obilain an IF address via DHCP

sz the following IP address (Only avadlabe for singlestation):

0 [P Address: The field can't be modifisd wnder model Template.
Subnotmosk. |55 355 25510

Network
Gateway 192.168.0.254
P

| riar 2oga
24,

Internationsl

Advanee

On DNS tab of Network, you can set up DNS server (primary or secondary) or

Wins server (primary or secondary) manually.

Figure: Control Panel Settings Window — DNS Tab of Network

 Control PaneI_S_ettings

I
E [Metwork | DS |

GeJ;Ial (et DNS server addresses from DHCF server.
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On Regional tab of International, you can change time zone and default keyboard
layout.

Figure: Control Panel Settings Window — Regional Tab of International

i IR &
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On Security tab of Advance, you can turn terminal properties on or off, or reset
administrator/EWF password.

Figure: Control Panel Settings Window — Security Tab of Advance
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On User Interface tab of Advance, you can change shell mode (including WBT
and Desktop mode).

Figure: Control Panel Settings Window — User Interface Tab of Advance

ey A &
E | Secwity | Useidnterface | ¥NC | Device Suppont | RemoteManage | Citei |

- Shell
General

@ Window base terminal style (WBT) shell
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24,
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On User VNC tab of Advance, you can change password for remote shadowing

control, and allow that use remote shadowing control.

Figure: Control Panel Settings Window — VNC Tab of Advance

| canirol Panel seting: . &
E ‘ Security | Userlnterface ‘ FHC |Device Support I RemoteManage I Citeix ‘
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On Device Support tab of Advance, you can select supported USB device,
including HID device, mass storage device and printer.

Figure: Control Panel Settings Window — Device Support Tab of Advance
'Control Panel sering: ...

E | Secwity | Ussilnterface | FNC | Device Support | RemoteManage | Citei |
'I Ge;ml UEE Device
Support USE HID device

0 Support USE mass stroage device

Wetwork
Fhees Support UZE Frinter

| i o]
24,

Internationsl

Adwance

On Remote Manage tab of Advance, you can set up polling server for the device
broadcasting to ADM server, or reset password for remote manage authorize.

Figure: Control Panel Settings Window — Remote Manage Tab of Advance
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On Citrix tab of Advance, you can select whether connect the device

automatically for Citrix virtual desktop is running when a device is connected.

Figure: Control Panel Settings Window — Citrix Tab of Advance

e ooy I

: | Secwrity | Userluterfore | VHC | Device Support | RemotsManage | Civi ‘
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General
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4-7-5 Manage Device Connections

ADM Console provides Connection Management to assist administrator
managing the device’s VDI. Using Connect Host wizard, you can quickly maintain the
settings of each VDI, and the device will apply the settings immediately.

In Group console page, please select the single device you want to manage and
choose Connection Manager from right-click context menu. Then you will open a
Connect Host wizard, it is a user interface for maintaining connections.

ADM Console provides several types of the connections. When you use Add to
create new connection, ADM Console will open New Connection dialog box and you
can select one option. Thin client operating system support different type of the
connections (see table Support List). You also use Edit to modify this setting or use
Delete to remove a connection. Finally, use Update to apply the connection settings
to the device.

*Caution: Connection Management is only supported on WEC 7 and Astec Linux 2.0

clients.
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Figure: Connect Host Wizard

E=rmme 202000
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Figure: New Connection Dialog Box
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Table: List all of OS Support Connection Type

Connection Type WEC7 Astec Linux 2.0

Citrix ICA Client X

Microsoft Remote Desktop Client X X
Microsoft Remote Apps X
VMware View X
Web Browser X X
X11 Client X
VNC Viewer X
Telnet X
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If you choose Citrix ICA Client, please enter connection name and XenApp sever
URL in dialog box. To continue with select a connecting type, if choose server, enter
server name else enter command-line and working directory. On Login Setting

frame, you are able to enter user name and domain.

Figure: Connection Settings Dialog Box for Citrix ICA Client

Comnection Name

Server

Server TTRL:

@ Server

Select the server from the list or server name

(1 Published Application

Comumand Line:

Woarking Directory:

If you choose Microsoft Remote Desktop Client (RDP), please enter connection
name and sever IP address/domain name in dialog box.

You can use Advance to open advanced settings, the Login tab display about login
settings, you are able to enter user name, password and domain, and select whether

auto-login system after connecting server.
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Figure: Connection Settings Dialog Box for RDP — Login Tab

Connection Name

Server TREL:

Advance
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Login Sething

- Tar Name
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The Display tab display about screen settings, you are able to select whether use

full screen system after login system.

Figure: Connection Settings Dialog Box for RDP — Display Tab
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Advance
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The USB tab display about USB settings, you are able to select whether use USB

device redirection after login system.

Figure: Connection Settings Dialog Box for RDP — USB Tab

Rop R =)

Connection Name

Zerver TRL:

1Tzh Sething

g

[T] T2B Storage Redirect

If you choose Microsoft Remote Apps (Remote Apps), please enter connection
name and sever IP address/domain name in dialog box.
The Logon Setting tab display about login settings, you are able to enter user

name, password and domain.

Figure: Connection Settings Dialog Box for Remote Apps — Logon Setting Tab

Connection Name |
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Logon Setting | Application
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lll |II

The Application tab display about application settings, you must enter alias (
+ executable file name of application) and command-line arguments (if the

application requires arguments).

Figure: Connection Settings Dialog Box for Remote Apps — Application Tab

o=

Connection Name
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Application

Aliag
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If you choose VMware View, please enter connection name and sever IP
address/domain name in dialog box.

You can use Advance to open advanced settings, the Login tab display about login
settings, you are able to enter user name, password and domain, and select whether

auto-login system after connecting server.

Figure: Connection Settings Dialog Box for VMware View — Login Tab
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The Display tab display about screen settings, you are able to select whether use

full screen system after login system.

Figure: Connection Settings Dialog Box for VMware View — Display Tab

Server TEL: viewr-zerver astec-tech com

E] Ldvance
Disploy | USE

Screen Setting
‘ [7] Full Zexveen

The USB tab display about USB settings, you are able to select whether use USB
device redirection after login system.

Figure: Connection Settings Dialog Box for VMware View — USB Tab
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If you choose Web Browser, please enter connection name and start page URL in

dialog box.

Figure: Connection Settings Dialog Box for Web Browser
WebBrowser @

Connecton Name:

Start Page:

| 0K | [ Comgel |

If you choose X11 Client, please enter connection name and VNC server IP

address, select a XDM Mode in dialog box.

Figure: Connection Settings Dialog Box for X 11 Clients

w I

Comnection Name: |

Server Name (TP

DM Mode: @ Query
(") Broadcast

() Indivect

[ Terminate at server weset

| 0K || Cancel |

If you choose VNC Viewer, please enter connection name and VNC server IP

address/domain name in dialog box.

Figure: Connection Settings Dialog Box for VNC Viewer

w_ I &
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VNC Server:
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If you choose Telnet, please enter connection name, server IP address/domain
name and user name in dialog box.

Figure: Connection Settings Dialog Box for Telnet

e S &
I
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Tzer Wame:
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4-8 Managing Firmware

This chapter describes how to clone and update firmware image for the device.
Firmware Manager is a powerful function for backup firmware image of the device, it
provide simple operating steps and assist administrator to complete the task of
saving and restoring firmware image. It is sometimes also clone a firmware to

another device to resolve system problem, or upgrade your system from a new

firmware image.

4-8-1 Create a Firmware File from Thin Client

ADM Console provides a way of cloning firmware from each device, and allows

you upload firmware to ADM server from right-click context menu with Firmware

Clone.

Then you will see a Firmware Clone dialog box, please modify the file name.
Please wait for a few minutes, the device will reboot and start to create firmware
image file. Creating image file time is different according to the different thin client

operating system.

Figure: Clone Firmware from Thin Client
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Figure: Firmware Clone Dialog Box

!ﬁﬂ Firmware Clone IJ |

4-8-2 Import a Firmware File from Local computer

If you already have a firmware image file (.afw), also directly import file to ADM
server from local computer.

Please double-click Firmware from tree pane and use right-click context menu
with File Upload on console page. Then you will see an Import an Image File dialog
box, please choose a file (.afw). When you have finished that import a firmware
image file, while the list of Firmware console page will display it.

Figure: Import Firmware from Local Computer
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Figure: Import an Image File Dialog Box
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4-8-3 Update Firmware of Thin Client

You are ready to the firmware image file in ADM server, and start to update or
restore the device.

Please choose a device from Group console page and use right-click context
menu with Firmware Update. Then you will see a Firmware Image File dialog box,
please choose a file (.afw). Please wait for a few minutes, the device will reboot and
start to restore procedure. Restore time is different according to the different thin
client operating system.

* Tip: If you want to restore another device through non-owned image file, you must
select option “Reset SID” in order to avoid the device SSID (Terminal name) is
conflict.

Figure: Restore Firmware to Thin Client
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Figure: Firmware Image File Dialog Box

fur-201 20301 afw

4-8-4 Maintain Firmware File

ADM Console provides basic operating function of the file in order to maintain
firmware image file easily in ADM server. Please double-click Firmware from tree
pane, you are able to maintain these firmware image file through right-click context

menu.

Figure: Firmware’s Right-Click Context Menu

& File Upload
€2 File Export
File Duplicate

File Rename

75 File Delete

% Refresh

The functions are as following:
* File Export: Download the file to local computer.
* File Duplicate: Copy a duplicate file.
* File Rename: Rename the selected file.
* File Delete: Delete the selected file.
* Refresh: Refresh the list of firmware image file.
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4-9 Managing Template

This chapter describes how to assist administrator to easily perform company’s
policy and manage the device though using Template Manager.

The Template Manager allows you build a template file from the device and
deploy it to other device. ADM Console also provide a way that administrator easily

maintain template file, and assist administrator to build template file of different
policy.

4-9-1 Create a Template File from Thin Client

First you must obtain a template file as sample file from the device. ADM Console
allows you upload template file to ADM server from right-click context menu with
Get Template from Client.

Then you will see a Template File dialog box, please enter file name. Please wait
for a few minutes, ADM will start to capture device data and create template file.

Figure: Get Template File from Thin Client
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Figure: Template File Dialog Box
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4-9-2 Import a Template File from Local Computer

If you already have a template file (.aft), also directly import file to ADM server
from local computer.

Please double-click Template from tree pane and use right-click context menu
with File Upload on console page. Then you will see an Upload a Template File dialog
box, please choose a file (.aft). When you have finished that import a template file,
while the list of Template console page will display it.

Figure: Import Template File from Local Computer
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Figure: Upload an Template File Dialog Box
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Figure: Import Template File to Finish
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4-9-3 How to Apply Template for Thin Client

You are ready to the template file in ADM server, and start to update the device.
Please choose a device from Group Name of tree pane and use right-click context
menu with Apply Template. Then you will see a Firmware Image File dialog box and
choose a file (.aft). Please wait for a few minutes, the device will start to update data
of properties and connections then reboot.

* Tip: We suggest that different thin client operating system use own template file in
order to avoid the settings is exceptional.

* Tip: The device must be on-line before it updates data.

Figure: Apply to Update Thin Client
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Figure: Template File Dialog Box
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In addition to the above way, you may also apply template from Template
console page. Please choose a file from Template console page and use right-click
context menu with Apply Template on the template file. Then you will see a Client
List dialog box, please add the clients that want be updated. Please wait for a few

minutes, the device will start to update data of properties and connections then
reboot.

Figure: Apply to Update Thin Client from Template Console Page
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Figure: Client List Dialog Box

Clients
Neme [Mac [stams | Name MAC Status

WIN-001F1EQZE4E 001F1EOZE4E] !,; WIN-001F1E02DE3 001F1EN2DE36
WIN-001F1E0Z52C O0IFIEDZ52CS & WINDOWS-DRIOKIE OD1FIEOZE4AG oo

4-9-4 Maintain Template File

A template file consists of device properties and connection management. ADM
Console allows you maintain these data to build template sample file. Please select a
template file and use right-click context menu. If choose Modify Template, you will
see a Control Panel Settings window. You are able to change these device properties,
such as display, keyboard, mouse, sound, networking, regional and advanced
properties. The details of user Interface refer “Change Device Properties”.

* Tip: The terminal name and IP address are not allowed to change as to avoid the
device terminal name and IP conflicts.

Figure: Right-Click Context Menu for maintaining Template File
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Figure: Template Name Had Been Disabled
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If choose Connection Manager, you will see a Connect Host wizard. You are able to
maintain these connection settings, such as Citrix ICA, RDP, Remote Apps, VMware
View, Web Browser, X11 Client, VNC Viewer and Telnet. The operating details refer

“Managing Device Connections”.

Figure: Connect Host Wizard
I ConnectHost

|T}rpe ISetup
t=2k8 RDP
=2k 3 RDP
WL VMVIEW
web browser WEE
WIS VHC
[ iivie ICA
VMVIEW

Page 62 of 71



ADM Console provides basic operating function of the file in order to maintain
template file easily in ADM server. Please double-click Template from tree pane, you

are able to maintain these template file through right-click context menu.

Figure: Template’s Right-Click Context Menu
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The functions are as following:
* File Export: Download the file to local computer.
* File Duplicate: Copy a duplicate file.
* File Rename: Rename the selected file.
* File Delete: Delete the selected file.
* Refresh: Refresh the list of template file.
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4-10 Managing Update

This chapter describes how to update file of the device. Update Manager is a
convenient function for Windows operating system, it can directly install program

(for example, patch file) on the device and assist administrator to resolve problem.

* Caution: Update feature is only supported on WES 7 and WES 2009 clients.

4-10-1 Import a Component File from Local Computer

Please you prepare a file (.msi or .exe) and directly import file to ADM server
from local computer.

Please double-click Component from tree pane and use right-click context menu
with File Upload on console page. Then you will see an Upload a Component File
dialog box, please choose a file (.msi or .exe). When you have finished that upload a
component file, while the list of Component console page will display it.

Figure: Import Component from Local Computer
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Figure: Upload an Component File Dialog Box
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4-10-2 How to Update Component for Thin Client

If you are ready to the component file in ADM server, and then start to update
the device.

Please choose a file from Component console page and use right-click context
menu with Update Component on the component file. Then you will see a Client List
dialog box, please add the clients that want be updated. Please wait for a few
minutes, the device will start installation procedure.

Figure: Thin Client Update Component
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Figure: Client List Dialog Box

|MAC |Status |
WIN-00LF1E0ZE4E 001FIEQZE4EL
WIN-001F1E0252C 001F1EN252C5

WIN-001F1ED2 001F1EDZ.
WINDOWE-DREOOKTE O01F1EDZE446

i e

5
&

Apply ][ Cancel

Page 66 of 71



4-10-3 Maintain Component File

ADM Console provides basic operating function of the file in order to maintain
component file easily in ADM server. Please double-click Component from tree pane,
you are able to maintain these component file through right-click context menu.

Figure: Component’s Right-Click Context Menu
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The functions are as following:
* File Export: Download the file to local computer.
* File Duplicate: Copy a duplicate file.
* File Rename: Rename the selected file.
* File Delete: Delete the selected file.
* Refresh: Refresh the list of component file.
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4-11 Managing Schedule Task

This chapter describes how to assist administrator to easily perform company’s

policy and maintain the device though using Schedule Manager

maybe need to implement regular rule, it provides simple configuration steps and

The Schedule Manager allows you schedule any time to maintain the device. You

assist administrator to build task of different policy.

4-11-1 Create a Schedule Task

menu with New a Schedule Task on Schedule Task console page. Then you will see a

Please double-click Schedule Task from tree pane and use right-click context

Schedule dialog box, please set up about information.

ADM Console provides four actions, such as Wakeup on LAN, Reboot, Shutdown
and Update (restore device from firmware). When you choose Update, must select a

firmware image file in the same time.

* Tip: In Clients list, it will display all of device have been authenticated.

Figure: Create a New Schedule Task
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Figure: Schedule Dialog Box
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4-11-2 Modify Your Schedule Task

Please double-click Schedule Task from tree pane and use right-click context
menu with Edit a Schedule Task on a task. Then you will see a Schedule dialog box,

and please modify about information.

Figure: Edit a Schedule Task
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4-11-3 How to Manage Schedule Task

ADM Console provides basic operating function of the task in order to manage
the task easily. Please double-click Schedule Task from tree pane, you can directly
view task status and run actions of the task through right-click context menu.
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Figure: View Schedule Task Status
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Figure: Schedule Task’s Right-Click Context Menu
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The functions are as following:
* Pending: Hold down the task.
* Resume: Restart the task.
* Delete: Delete the task.
* Execute: Execute the task immediately.
* Refresh: Refresh the task list.
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